
So what is Biometrics anyway?

Biometrics is the measurement and analysis of unique physical  

or behavioral characteristics (i.e., fingerprint, iris, retina and facial 

recognition, or voice patterns) as a means of verifying personal 

identity. The use of biometrics is not new, but rather becoming  

more widespread and advanced. 

When discussing biometric technologies, there are two general 

categories – physiological measurements (the shape of a finger, 

hand, face or blood, saliva, DNA) and behavioral measurements 

(voice recognition, the sound of someone’s steps, the way a person 

gestures or the speed at which they move). Not all biometric 

measures are created equal: physiological determinants are typically 

deemed more reliable and stable, whereas behavioral assessments 

can vary due to aging or other environmental factors (e.g., stress). 

Biometrics Pros and Cons3

The use of biometric technology is growing across all sectors,  

most notably in sectors that have the most access to Personally 

Identifiable Information (healthcare, finance, and governmental 

agencies). A number of reasons are cited for why an organization 

might implement this technology, including security, accuracy, 

accountability, convenience and cost-effectiveness. 

However, as biometric solutions become more sophisticated, so will 

the attacks on them. For one thing, biometrics are inherently public. 

Your face and eyes are constantly exposed and every time you touch 

an object you leave behind a trace of your fingerprint. Once your 

face, iris or DNA profile is turned into a digital file, it becomes 

difficult to protect. As technology continues to expand, the ability  

to hack biometrics becomes easier too.

Once a biometric attribute has been stolen, it can be used to falsify 

legal documents, passports or criminal records. Unlike a password or 

stolen credit card number, once someone has successfully replicated 

your body part, you can’t get another. If a fingerprint was hacked, 

does that mean you can never use that fingerprint again?

As mentioned above, there are no federal or uniform state laws 

directly addressing the collection and use of biometric data.  

Will biometric data be treated as Personally Identifiable Information 

or with some other standard of care? Illinois was the first state to 

pass a specific biometric privacy law (see below). Florida recently 

passed a similar law that will take effect in October 2019. Texas and 

Washington are currently drafting their own versions. Although 

these laws are still evolving (lacking clarity and not encompassing  

all biometric activities), the reality is that laws can change and  

regulatory exposures can grow as quickly as this new technology.

Biometrics: How Secure Are We?
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With cybercrime rising and more than three-fourths of all consumers lacking adequate “traditional” password protection,1  

it only makes sense for business and government to look to a more secure, simple and individualized authentication process.  

Enter the perceived savior, known as Biometrics. Analysts are anticipating double-digit industry growth over the next few years, 

with market size projected to be $32 billion by 2022.2 

While the concept seems valid, we see many risks. Currently, there are no established federal standards regarding biometric  

data storage or use. Are these innovative systems more secure than passwords and multifactor authentication OR are they putting 

the user at a greater privacy risk? What are the consequences of a biometrics hack and what are the insurance implications for  

your clients?
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Biometric Privacy Exposures

Biometric privacy is rapidly becoming the next big exposure in 

privacy liability. Any entity that collects biometric data and/or 

potentially loses or misuses such data can be held liable. Passed  

in 2008, the Illinois Biometric Information Privacy Act (BIPA) sets  

the stage for future model legislation and the duties to which 

corporations and their managers may be held. BIPA covers retina  

or iris scans, fingerprints, voiceprints and scans of hand or facial 

geometry. The key requirements pertain to the collection and 

storage of biometric information and that companies:

• Securely store biometric identifiers

• Destroy biometric identifiers in a timely manner

•  Obtain consent from individuals if the company intends to  

collect or disclose their personal biometric identifiers.

Is Coverage Available for Biometric Claims? 

•  Cyber Liability – possibly, but double check the wording of the 

policy. Most cyber insurance policies do cover privacy breaches 

(dependent on circumstance) and biometric information may fall 

within the policy coverage. In the past, a majority of cyber policies 

did contain an exclusion for claims based on unauthorized 

collection of data or violation of law, but have expanded this area 

of coverage. The important factor is to understand how the policy 

treats “confidential or personal information.” The definition needs 

to be broad enough to encompass biometric data. Chances are 

good that insurers in this space did not initially anticipate to cover 

this exposure, but are adapting to this trending exposure. 

•  Employment Practices Liability (EPL) – An employer’s failure 

to obtain an employee’s consent to use a system that utilizes 

biometric information may fall under a breach of an employment 

contract. It is not something that has historically been covered 

under an EPL policy, although this was not an issue a few short 

years ago. While not a historical EPL peril, depending on how 

policies are worded, there could be an element of cover. This is  

an emerging issue that states are continuing to address through 

legislation.

•  Media Liability – While defamation and invasion of privacy are 

perils typically covered under media wrongful acts, coverage 

might be narrow, so broad privacy-centric coverage might need  

to be negotiated via endorsement.

•  Commercial General Liability – This may be one of the trickier 

routes to coverage as insurers over the past few years have 

increasingly added data breach and cyber-related exclusions.  

A backdoor grant may be available if there was a continuous 

violation over prior years when such exclusion(s) did not exist. 

Barring this scenario, if there was no dissemination of employee’s 

biometric information to a third party, the “publication” element 

most likely will not be satisfied.

•  Directors and Officers Liability – Check your “lead in”  

language and carve outs. Most D&O polices will contain broad 

exclusions for claims arising from bodily injury and property 

damage that contain an exclusion for “invasion of privacy.” Since 

almost any breach can be seen as an invasion of privacy, the BI/PD 

exclusion will likely preclude coverage. The more favorable “for” 

wording on privacy exclusions could eliminate the broad nature of 

this exclusion, but may be difficult to come by. Furthermore, D&O 

insurers are working to minimize this exposure through sublimits, 

defense only provisions or a combination of both.

Risk Mitigation Techniques

When reviewing coverage with clients who adopt biometrics,  

the following should be discussed because underwriters will be 
evaluating these issues:

•  Require more than one biometric identifier

•  Require multi-factor authentication instead of just biometrics alone

•  Develop policies and controls for handling biometric data

•  Provide compliance training for employees regarding privacy  

and data security

•  Consider not storing biometric data in a central location

•  Consider the purchase of Cyber Insurance products and  

diligently review the policy provisions contained within,  

as well as coordinating any potential gaps in coverage.

In Conclusion

Whether a broker, risk manager or underwriter, key factors  

should be considered when discussing this exposure with clients. 

Where biometrics is used, how it is used, the technology and 

security behind it and ways to mitigate the exposures associated 

with such use, should be among the top of any risk management 

professionals’ discussion.

Biometrics should be seen as an added layer of security, not the  

sole security source. If deployed properly and used in conjunction 

with a robust risk management program, one can reduce exposure 

and avoid unintended consequences.
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